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Hospitals are becoming more interconnected and reliant upon technology to provide better, safer,
and more efficient care for patients. Large amounts of Personal Health Information (PHI) are stored
electronically and technological advancements are rapidly being made to medical equipment.

These advancements in technology only exacerbate the common occurrence of the lost laptop or
stolen thumb drive that can leave hospitals and their patients vulnerable to today’s growing threat—
a cyber breach.

Recognizing that patient safety is a top priority for hospital c-suite and risk managers, HASC has
partnered with AlG, in conjunction with insurance broker AmWINS, to offer a cybersecurity end-
to-end risk management solution that provides HASC member hospitals with cyber-related loss
prevention services, insurance coverage, and breach resolution services.

All eligible and qualified HASC members purchasing a CyberEdge cyber liability insurance policy
will benefit from the following services and coverages included in the annual premium.

Risk
Consultation
and Prevention

Infrastructure vulnerability scan by IBM to identify potential vulnerabilities that could be exploited by a
remote hacker via the Internet.

RiskTool, a web-based training and compliance platform tailored specifically for HASC members to help
streamline the cybersecurity risk management process and address the human element of this risk.

Two hours of legal consultation with AIG’s partner law firm to review current information security policies
and procedures.
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Services Global threat intelligence and proactive shunning technology that isolates and shuns IP addresses
currently being used by criminals.
Access to the latest cyber-related news, insights, and breaches on AIG’s CyberEdge Mobile App for
iPhone®, iPad®, and Android™.
Definition of confidential information expanded to specifically include reference to California privacy statues.
Expanded definition of loss in cyber exfortion coverage to include costs for qualified consultation on how

. to respond to extortion threat.

Exclusive

HASC Definition of security failure expanded to include cyber terrorism.

Insurance

Poli d Event Management Coverage amended to provide zero retention for first response expenses incurred

olicy an within the first 72 hours of discovery of a covered claim, up to a maximum of $50,000 provided the

Coverage insured uses an AlG-preferred response vendor.

Enhancement

[ — Other insurance clause amended to list the cyber liability policy as primary over any hospital professional
or medical malpractice policy.
Personal Identity Coverage of up to $25,000 for directors and officers for expenses related to a stolen
identity event.
Responsive guidance and rapid support of AIG’s CyberEdge claims experts who handle clients’ claims

HeeEh with unprecedented care.

Resolution

Access to IBM's 24/7 Technical Hotline to assist hospital IT personnel in diagnosing and responding to
potential or actual security threats.




CyberEdge® Cyber Liability Program

Access to the program is available exclusively through HASC and AmWINS. Please contact Dave Weller,
Executive Vice President, AmWINS Insurance Brokerage of California, LLC at:

Phone: 213.254.2245

Email: dave.weller@amwins.com

American International Group, Inc. (AIG) is a leading international insurance organization serving

A I G customers in more than 130 countries. AIG companies serve commercial, institutional, and individual
customers through one of the most extensive worldwide property-casualty networks of any insurer. In

addition, AIG companies are leading providers of life insurance and retirement services in the United States.

AmWINS Group, Inc. ("AmWINS”) has been a leader in the wholesale insurance industry since its formation
*\mW]NS in 1998. The firm is headquartered in Charlotte, North Carolina and has 98 locations across 17 countries,
T E— including 72 in the United States. The firm has expertise across a diversified mix of property, casualty and
group benefits products. AmWINS also offers value-added services to support some of these products,
including product development, underwriting, premium and claims administration and actuarial services.
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The Hospital Association of Southern California (HASC), founded in 1923, is a not-for-profit 501(c)(6)
regional trade association. HASC is dedicated to effectively advancing the interests of hospitals in Los
7{‘ ggsgé,¥ﬁ%ION Angeles, Orange, Riverside, San Bernardino, Santa Barbara and Ventura counties. We are comprised of
OF SOUTHERN CALIFORNIA® more than 170 member hospitals and health systems, plus numerous related professional associations and
associate members, all with a common goal: to improve the operating environment for hospitals and the
health status of the communities they serve.
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American International Group, Inc. (AIG) is a leading infernational insurance organization serving customers in more than 100 countries and jurisdictions. AIG companies serve commercial, institutional, and individual custom-
ers through one of the most extensive worldwide property-casualty networks of any insurer. In addition, AIG companies are leading providers of life insurance and retirement services in the United States. AIG common stock
islisted on the New York Stock Exchange and the Tokyo Stock Exchange

Additional information about AIG can be found at www.aig.com | YouTube: www.youtube.com/aig | Twitter: @AIGinsurance | Linkedin: www.linkedin.com/company/aig
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